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- UK AT GREATEST RISK OF IDENTITY FRAUD IN EUROPE -

‘Don’t let it be you’ warns campaign to help combat identity fraud in Britain

The UK is at the greatest risk of identity fraud throughout Europe, according to new independent

research.*

As National Identity Fraud Prevention Month starts from today (1* October), a taskforce of partners
from the public and private sector embark on a month-long initiative to help UK residents combat

personal identity fraud in four simple steps.

‘Don’t let it be you’ is the message of this annual campaign which addresses the issue of ID fraud and

is backed by Action Fraud, CIFAS -The UK's Fraud Prevention Service, Equifax , Norton by Symantec,

Get Safe Online and Fellowes.

According to the research commissioned by Fellowes especially for the joint initiative, one in four
residents in the UK (24%) has been touched by identity fraud compared to 17% average across

Europe.

Identity fraud is more rife in the UK than any other European country, including Russia, where one in
five (20%) are victims. Impact can be financial loss — in some cases up to £30,000 per victim — plus a

negative credit rating.

Scarily, three quarters (75%) of the UK population has been exposed to ID fraud. The most common
scam is a fake email supposedly from a person’s bank requesting a return email with personal
information to update security details (52%). The incidence rate for this type of scam is significantly

higher in the UK than the rest of Europe (31%).

And it’s not just hackers and cyber criminals targeting British households: one in 10 people in the UK
have been targeted with scams requesting paper-based information to be sent through the post,

where fraudsters could use personal details to potentially commit identity fraud.
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People are becoming far too complacent with the security of their personal details in printed
documents, such as bank statements and bills as well as their online information. Research shows
that nearly half of Brits (47%) are not taking basic precautions such as consistently shredding paper

documents with personal information before discarding.

Financial loss

Personal ID fraud can result in financial loss. In extreme cases houses have been purchased in

victims’ names although on average it has cost victims £1,076.

However, the average cost per victim in Germany is far greater: a staggering £28,666 has been taken

in the average case, with victims in Italy suffering losses of £13,180 per victim.

Time taken

Findings show that it takes on average 7 months before UK victims realise they’ve had their identity
used by someone else, another 3.4 months to resolve the situation and in some instances these two

phases could take up to several years.

In Belgium and Italy, victims are far quicker at identifying unusual activity on their financial accounts,
taking on average 4.8 months and 5.6 months respectively. It takes victims in Poland more than a
year to realise that they’ve suffered from identity fraud while the Dutch take even more time (18.5

months) to recognise that they have been victims.

Neil Munroe, spokesperson for the campaign comments: “Stealing your personal information is
where most fraud begins. With a stolen ID a fraudster can effectively become you - taking money,

buying property, setting up bank and phone accounts all in your name.

“We are all using computers for shopping and socialising with friends and we are receiving more
post than ever before, whether it's a bank statement or a piece of direct mail. This leaves us all

open to risk from ID fraud if we do not take action to protect ourselves.

“The small simple steps required to protect someone’s identity should become as routine as locking
your door when you leave the house. If you don’t protect it, a fraudster or someone else will take it.

It can take almost four months to get your identity back, and in some cases years.”
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Advice and Guidance

To help combat online and offline identity fraud, the taskforce has launched its new online resource

‘Don’t let it be you’ providing consumers with advice, guidance and support to reduce levels of

attack.

When it comes to identity fraud, prevention is always key and this year’s campaign highlights these

four simple steps to protecting identities:

e WATCH for anyone asking for personal information on line, by letter or phone

« ALERT your bank about any problems with your bank & credit cards

e SHRED all documents containing personal or sensitive information with a cross-cut
shredder before throwing it away

« PROTECT your post against redirection and theft — report unusual delivery delays.
-ENDS-
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Table 1.The scale of identity theft across Europe.

L o L s e L poms | o | weteranss | seigum | Germany | france |
18 20 17 14 12 13 15 14

Victims of 24

Identity Fraud
(%)
Time Taken to 7 7 6 12.4 5.6 18.5 4.8 9.6 9
Realise
(months)
Time Taken to 3.4 4.4 5.3 18.2 6.5 11.8 6.3 9.8 6.2
Resolve
(months)
Cost per person 1,076 4,494 5,729 1,162 13,180 4,987 9,584 28,666 1,435
(€3] (Highest - (Highest - (Highest - (Highest — (Highest - (Highest - (Highest - (Highest - (Highest -
£30,000) £140,657) £158,290) £11,191) £311,881) £58,478) £253,835) £873,266) £23,391)
Keep copies of 87 83 98 92 88 81 78 94 85
Personal
Information
(%)
(%) Store 83 80 95 90 85 75 75 88 82
Personal
Information in
Paper Form
Don’t shred 47 83 94 80 84 69 76 75 71

everything (not
protecting) (%)




*The research was commissioned by office products specialist Fellowes and conducted by Dynamic
Markets, between June —August 2012. For this report, qualitative research was carried out among
5,507 adult consumers 18+ across Europe.

For media enquiries and interviews, contact Sam Bramwell, Abi Whitfield or Helena Dolan on 01625
822 281 or email: firstname.surname@mccann.com

For out of office enquiries, please contact: 07825 218 646
Interviews and campaign spokespeople:
Neil Munroe, External Affairs Director at Equifax

Neil has a broad understanding of the wide diversity of identity crimes that now appear to threaten
the financial stability of consumers and businesses. He’s been at the forefront of identifying new
trends in ID fraud and theft, from account take over, corporate identity fraud, to the risks in social
networking. On behalf of Equifax, he is involved with various ID fraud prevention initiatives being
led by the National Fraud Authority and also plays a primary role in the annual National Identity
Fraud Prevention campaign.

Dr Cherry Taylor, Dynamic Markets

Dr Taylor has a PhD in science from Durham University. Cherry spent time in the public sector
marketing a British-funded science and technology research initiative for NERC. Over 15 years in
market research, working with consumer and B2B brands, Dr Taylor is a quant expert, delivering high
calibre reports and commentary on research.



